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Incidents/Articles of Note:

Christmas Warning: Threat Actors Impersonate your Favorite Brands to Attack
Lack of Cybersecurity Expertise Poses Threat for Public Safety
What does it take to be good at cybersecurity?
Readout From CISA'S Fifth Cybersecurity Advisory Committee Meeting
Embroker: Cybersecurity a Top Investment Focus for Startup Founders in
2023
Iranian APT Targets US With Drokbk Spyware via GitHub
Colorado schools closed due to cyber security incident
Rising Cybersecurity Risks Will Plague Banking Brands in 2023
What Stricter Data Privacy Laws Mean for Your Cybersecurity Policies
Researchers Detail New Attack Method to Bypass Popular Web Application
Firewalls
Recent Drone Cybersecurity Developments Could Lead to Fewer Attacks in
2023
Preventing a ransomware attack with intelligence: Strategies for CISOs
No Honor Among Thieves – Scammers Are Scamming Each Other
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https://www.infosecurity-magazine.com/news/threat-actors-impersonate-your/
https://www.darkreading.com/remote-workforce/lack-cybersecurity-expertise-poses-threat-public-safety-orgs
https://www.cybersecuritydive.com/news/cybersecurity-maturity-deloitte/638193/
https://www.cisa.gov/news/2022/12/06/readout-cisas-fifth-cybersecurity-advisory-committee-meeting
https://www.insurancejournal.com/news/national/2022/12/09/698697.htm
https://www.darkreading.com/threat-intelligence/iranian-apt-targets-us-drokbk-spyware-github
https://kdvr.com/news/local/morgan-county-schools-closed-due-to-cybersecurity-incident/
https://thefinancialbrand.com/news/banking-technology/rising-cybersecurity-risks-will-plague-banking-brands-in-2023-156888/
https://thehackernews.com/2022/12/what-stricter-data-privacy-laws-mean.html
https://thehackernews.com/2022/12/researchers-detail-new-attack-method-to.html
https://www.aviationtoday.com/2022/12/08/recent-drone-cybersecurity-developments-lead-fewer-attacks-2023/
https://www.helpnetsecurity.com/2022/12/12/preventing-a-ransomware-attack-with-intelligence-strategies-for-cisos/
https://heimdalsecurity.com/blog/cybercriminals-attacking-each-other-gives-defenders-access-to-inside-info/?web_view=true
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Unraveling the Recipe for 
Resilient Enterprise Security 
Operations
In the 2021 Cybersecurity Threat Trends 
report by Cisco, it was reported that 50% 
of organizations encountered
ransomware-related activity. This 
upcoming webcast will focus on creating 
a recipe for ensuring resilient security 
operations and helping Business and IT 
Management teams make informed 
decisions during critical security incidents 
like ransomware.

More Info

Resource | Forbes

Cybersecurity Training
Management: A How-To 
Guide
We've all heard how security jobs were 
going unfilled long before the "great
resignation." The talent shortage in 
cybersecurity has been part of the 
conventional wisdom for a decade. 
Training has been one solution that's 
often been mentioned to help ease the 
shortage: Train your staff to keep up 
with new threats and tools, and train 
staff from other disciplines to become 
security officers in their own
departments.

View Resource

WebCast | RSAC
Thursday, Dec 15, 2022 - 1:00 PM EST

- Tools and Resources -
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https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 
Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
 
 
   

 

 
 

------
 

Useful Links

  webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike
N. Chesterfield, VA 23235

Email Coordinator All Products

------

https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://fusion.vsp.virginia.gov/vfcshield/cyberaware-december-2022-2-of-3/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
mailto:dante.robinson@vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products


 
The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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